Appendix
to the Cookie Processing Policy
of Gaming Group XO LLC

Information about cookies used on the website https://operacasino.by/ (hereinafter — the Website)

Cookie file name

Cookie file purpose

Cookie file type

Cookie file storage period

AEC

Used to verify that requests are coming back to the
same browser during a user's session and are not being
executed on other sites. Does not allow third parties to
track users without their knowledge

Functional/Technical

6 months

acceptCookiesRules

Used to store information about user consent to the
use of all types of cookies, including analytical and
advertising. Allows the Site to determine that the user
has provided extended consent

Functional/Technical

12 months

cookie agree

Used to store information about whether the user has
already made a choice regarding cookies so that the
Site does not display the banner repeatedly

Functional/Technical

12 months

cookie prefs

Used to store the user's choice regarding which categories
of cookies they have enabled (analytical, advertising).
Allows the Site to remember cookie settings and not
re-request consent on each visit

Functional/Technical

12 months

laravel session

Used for session identification and ensuring proper
operation of the Site's functionality (authorization,
security, request processing)uzanus, 0€30MaCHOCTS,
00paboTKa 3arpocoB).

Functional/Technical

Session

XSRF-TOKEN

Used to protect the Site from CSRF attacks. Allows safe
submission of forms and requests

Functional/Technical

Session




cf clearance

Cloudflare user verification; protects against attacks and
bots

Functional/Technical

12 months

opera_session

Maintains user session, login to the system

Functional/Technical

2 hours

SEARCH_SAMESITE

CSREF attack protection; forwards this cookie along with
cross-site requests to protect against unauthorized data
access

Functional/Technical

3 months

NID

Used to store data about recommended users, such
as Google Safe Search parameters and desired
number of search results on the page (for example,
10 or 20)

Functional/Technical

6 months

is_gdpr

Allows distinguishing visitors from GDPR jurisdictions;
used to manage user consent regarding cookie use in
accordance with GDPR requirements

Functional/Technical

12 months

is gdpr b

Allows distinguishing visitors from GDPR jurisdictions;
used for managing and tracking user consent regarding
cookie use in accordance with the General Data
Protection Regulation

Functional/Technical

12 months

HSID

Google protective cookie to verify user identity of the
Site; protects user data from unauthorized access

Functional/Technical

12 months

yandex gid

Helps determine user location; determines page selection

Functional/Technical

1 month

sessar

Used by Yandex for session management and user
authentication; allows distinguishing visitors and ensures
session security

Functional/Technical

12 months

Session_id

Stores information about the user's unique session
identifier; used to improve repeat visits to the site by
speeding up the operation of site elements

Functional/Technical

12 months

sessionid2

Used by Yandex to store the identifier of site visits; stores
information about the user's unique session identifier

Functional/Technical

12 months

SIDCC

Ensures user security; prevents CSRF attacks; protects

data from unauthorized access; identifies reliable traffic

Functional/Technical

12 months




c_user

Stores the unique ID of an authorized user; used for
authentication and maintaining an active session when
navigating between Facebook services

Functional/Technical

12 months

datr

Identifies the web browser used to connect to Facebook
regardless of the authorized user; used to protect against
fraud, spam, and unauthorized access; helps detect
unusual activity

Functional/Technical

12 months

dpr

Used to optimize content display according to the user's
device settings; provides an optimal user experience

Functional/Technical

7 days

wd

Stores the size of the user's browser window; used to
optimize content display according to the user's screen
resolution

Functional/Technical

7 days

XS

Stores the user's session token; used for authentication and
maintaining an active session on Facebook

Functional/Technical

12 months

_GRECAPTCHA

Protection against spam and automated attacks; analyzes
risks to distinguish real users from bots; ensures the
security of contact forms

Functional/Technical

6 months

Stores auxiliary information for Yandex.Metrica; contains
a set of created identifiers and their alternatives; allows
distinguishing users in the Yandex system

Analytical

12 months

gdpr

Allows distinguishing users in GDPR-regulated
jurisdictions; determines whether GDPR requirements
apply to the user

Analytical

12 months

amcuid

Unique identifier for Yandex analytics; allows
distinguishing site visitors; used for platform and site
analysis, measuring and analyzing web traffic

Analytical

12 months

yandex_login

Used by Yandex.Metrica to collect information about
user characteristics, presence of ad blockers, website
behavior, and targeted actions

Analytical

12 months

yandexuid

Used to register data on user behavior on the Site, as
well as for internal analysis and measurement by
Yandex.Metrica

Analytical

12 months




_ym_visorc Operation of the "Web Visor" Yandex.Metrica feature; | Analytical 30 minutes
records user actions

_ym_uid Allows distinguishing site users through a unique | Analytical 12 months
identifier assignment

i Used to store user status in Yandex Metrica between | Analytical 12 months
site visits

_ym_isad Used to determine the presence of ad blocking | Analytical 24 hours
software for users

ym_d Used to store the date of the user's first visit to the | Analytical 12 months

Site

yp Used by Yandex.Metrica to collect information | Analytical 12 months

vashr aTbout user chara(?terlstlcs, user behavior on external Analytical 2 months
sites, targeted actions, etc.

_yasc Allows counting the number of site visitors and | Analytical 12 months
traffic sources to evaluate and improve website
performance

yabs-sid Unique business identifier Analytical Session

yabs-dsp Used by Yandex (Yandex.Metrica, Yandex.Direct) to Analytical Session
identify site visitors; used for targeting and optimizing
advertising campaigns

yabs-vdrf Used by Yandex (Yandex.Metrica, Yandex.Direct) to Analytical 24 hours
identify site visitors; used for analytics and site
optimization

ymex Stores auxiliary information for Yandex.Metrica; contains | Analytical 12 months

identifiers created and their alternatives




yuidss Allows distinguishing site users Analytical 12 months
bh Allows distinguishing site users Analytical 12 months
receive-cookie-deprecation Collects information about user behavior on the Site | Analytical 12 months
_ga_KHR3HYS7PD Used to identify unique Site users Analytical 12 months
_gid Allows distinguishing Site users through a unique | Analytical 24 hours
_ga identifier assignment Analytical 12 months
SID Contains digitally signed encrypted signature and | Analytical 12 months
encrypted record of Google user account identifier
and last login time
__Secure-ROLLOUT TOKEN Management of progressive rollout of new features and | Advertising 6 MesicIeB
updates on YouTube. Helps assign users to specific test
groups for experiments with new features or interface
changes
i_user Stores unique Facebook wuser identifier; used for [ Advertising 12 months
implementing features and services; tracks active
sessions for analytics and ad targeting through Facebook
Pixel
SSID Used to determine user interests on the Site, display | Advertising 12 months
relevant and personalized ads, video ads on YouTube
fr Used for delivery, measurement, and improvement of ad | Advertising 3 months
relevance displayed on Facebook or other platforms
operating on Facebook; tracks ad effectiveness
ps_1 Used to show targeted ads to Facebook users when they | Advertising 12 months

are authorized on their services; helps manage page state
and provide personalized ads




ps_n

Used to show targeted ads to Facebook users when they
are authorized on their services; used to manage
Facebook ad platform status

Adpvertising

12 months

APISID

Personalization of Google ads based on relevant
search history and user interactions; ad targeting

Advertising

12 months

__Secure-1PSIDTS

Collects information about user interactions with
Google services and ads; contains unique identifier
for ad targeting

Adpvertising

12 months

__Secure-1PSIDCC

Targeting and creation of user interest profiles to display
relevant and personalized ads through Google retargeting

Advertising

1 rox

_Secure-1PSID

Used to determine user interests on the Site, display
relevant and personalized ads with the help of
retargeting

Advertising

12 months

_ Secure-YNID

Unique identifier used by YouTube for ad personalization
and tracking

Advertising

6 MescLEB

SAPISID

Used by Google to collect information about site visitors,
viewed content, ads placed on YouTube

Advertising

12 months

_Secure-1PAPISID

Used to determine user interests on the Site, display
relevant and personalized ads with the help of
retargeting

Advertising

12 months

_Secure-3PSID

Used to profile user interests on the Site and display
relevant ads

Advertising

12 months




__Secure-3PSIDCC

Used by Google to create user interest profiles on the
website for showing relevant and personalized ads
through retargeting

Adpvertising

12 months

__Secure-3PSIDTS

Collects information about user interactions with Site and
Google services; wused to measure advertising
effectiveness and provide personalized content

Advertising

12 months

_Secure-3PAPISID

Used to determine user interests on the Site, display
relevant and personalized ads with the help of
retargeting

Advertising

12 months

_ Secure-ENID

Used by Google to prevent fraudulent login attempts into
the system; contains Google user identifier for statistical
and marketing purposes after successful login

Advertising

12 months

_fbp

Used by Facebook for delivery and improvement of
personalized ads displayed on Facebook or other digital
platforms supported by Facebook

Advertising

3 months

IDE

Used by Google DoubleClick to display personalized
ads and retargeting

Adpvertising

24 months

ar_debug

Used by advertising services Google for ad delivery

Advertising

12 months




